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FCC Compliance  Statement

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one or more of the following
measures:

«Reaorient or relocate the receiving antenna.
«Increase the separation between the equipment and receiver.

«Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

«Consult the dealer or an experienced radio/TV technician for help.

Use of Trademarks, Registered Trademarks, and
other Protected Names and Symbols

This manual may make reference to trademarks, registered trademarks, and other
protected names and/or symbols of third-party companies not related in any way to
StarTech.com. Where they occur these references are for illustrative purposes only and
do not represent an endorsement of a product or service by StarTech.com, or an
endorsement of the product(s) to which this manual applies by the third-party company in
question. Regardless of any direct acknowledgement elsewhere in the body of this
document, StarTech.com hereby acknowledges that all trademarks, registered
trademarks, service marks, and other protected names and/or symbols contained in this
manual and related documents are the property of their respective holders.
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Introductio n

Thank you for purchasing a StarTech.com Server Remote Control. Using the Internet or
your TCP/IP enabled network, you can now remotely monitor and control critical PC
servers and workstations, using an industry-standard Web browser or VNC client.

Features

« Supports industry-standard networking and management protocols (i.e.TCP/IP and
SNMP)

« Offers secure management options including SSL encryption, SSH tunneling, and
RADIUS authentication

« One remote management point for multiple computers

« Platform independent: can be managed using any Java-enabled Web browser and
connected to virtually any host server or computer that supports PS/2 input
devices

« On Screen Display offers convenient control and configuration options

Contents

This package should contain:

« 1 x KVM Remote Control unit
« 1 x Power adapter

« 1 x Power cord

« 1 x Serial Cable

« 1 X Instruction Manual

Required Cables and Hardware
Depending on your needs, you may need one or more of the following cables:
All applications

StarTech.com part number: M45PATCHxxxx
1 x Straight-through Ethernet patch cable (to connect the unit to your LAN)

StarTech.com part number: SVECONXxx
StarTech.com PS/2 3-in-1 KVM Cables (1 for each managed computer )

StarTech.com part number: SCNM9FF
StarTech.com 10 ft. Cross Wired Serial/Null Modem Cable DB9 F/F



Installing the KVM Remote Control

Connecting the Unit to the Host Computer and Network

*SV841HDIE rear panel shown

1. Power down the computer to which the KVM Remote Control will be connected (host
computer). If purchased, install the unit in your rack or cabinet following the
instructions that came with the 1110EXTRACK (optional, not included).

2. If present, disconnect the existing monitor and PS/2 keyboard/mouse from the host
computer.

3. Using the provided integrated KVM cable, locate the end with the male VGA (monitor)
connector and connect it to the VGA-out connector on the back of the host computer.

4. Connect the PS/2 keyboard and mouse connectors on the same end of the integrated
KVM cable as the VGA connection you completed in the previous step.

5. Insert the connectors on the opposite end of the integrated KVM cable (video,
keyboard, mouse) to the Video (IN), Host Keyboard, Host Mouse ports on the rear
panel of the KVM Remote Control as appropriate.

6. Using a Category 5 Ethernet patch cable, connect the LAN connector on the rear
panel of the SVxx41HDIE to a network data jack (usually on a hub, switch, router, or
pre-wired wall jack).

7. lmportant: If you want to continue to use the host computer locally, skip step 9 and go
directly to “Connecting a Local Keyboard, Mouse, and Monitor after completing step 9.
Otherwise, complete steps 9 and 10 now and continue to Configuration Methods
Explained.

9. Connect the power cord (provided) to an appropriate electrical outlet, plug the
opposite end of the power cord into the AC/DC adapter, and plug the power connector
into the DC-in port on the rear panel of the unit. The LED underneath the power
connectors will be solid green when the unit is powered.

10. Power on the host computer.

NOTE: If you are using cables other than those provided in the KVM Remote Control
package or branded by StarTech.com, ensure that the cables are of high quality and use
the minimum possible distance necessary. Low quality or excessively long (particularly
video) cables between the host computer and the Remote Control could degrade
performance.

IMPORTANT: SVx41HDIE is convection-cooled. As such, please ensure the vents on
both sides are unobstructed.



Connecting a Local Keyboard, Mouse, and Monitor

1 2 3 4 *SV841HDIE rear panel shown

DC In

Link

Serial Port

VGA Out

R-Port

LAN

PS/2 Keyboard
PS/2 Mouse

9 - 16 Remote connections
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SVxx41HDIE has the capability to connect a local keyboard, mouse, and monitor to the
host computer for maintenance and monitoring, allowing users to physically use the host
computer as though SVxx41HDIE were transparent. If needed, the unit can be run
through a typical KVM switch like any other computer. Using a KVM cable, you can
connect the Server Remote Controls host computer inputs to the “console connectors
on a KVM switch allowing you to control more than one computer remotely using a single
Server Remote Control. If you want to use SVxx41HDIE through a KVM switch, consult
the documentation that came with the switch for more details on how to make the
necessary connections. See the section entitled Configuring the SVxx41HDIE for more
information on using a KVM switch with the SVxx41HDIE.

To connect console devices:

1. Connect a standard PS/2 keyboard to the Local Keyboard port on the front panel of
the SVxx41HDIE.

2. Connect a standard PS/2 mouse to the Local Mouse port on the front panel of the
SVxx41HDIE.

3. Connect a SVGA-compliant monitor to the Video (Out) port on the front panel of
SVxx41HDIE.

4. Power on the host computer.



Disabling Mouse Acceleration on the Host Computer

Many operating systems offer a feature called mouse acceleration, allowing the user to
adjust the responsiveness of the cursor on the screen in relation to physical movements
of the mouse. While this is usually a beneficial interface enhancement, it can interfere
with the operation of the KVM Remote Control and should be disabled on the host
computer before a remote session is attempted. Follow the instructions below to disable
mouse acceleration for the operating system installed on the host computer.

Windows 98

1. From the Control Panel, click on Mouse.

2. From Mouse Properties, click on the Motion tab.

3. Make sure the Pointer speed bar is centered and Acceleration is set to None.
Windows 2000

1. From the Control Panel, Click on Mouse.

2. From Mouse properties, click on the Motion tab.

3. Make sure that the Pointer speed bar is centered and Acceleration is set to None.

Windows XP and Windows Server 2003

1. Go to Pointer Options and turn off Enhance Pointer Precision and ensure that the
pointer speed bar is centered.

Linux, Unix and X-Windows

1. Add this command to your xinitrc, xsession or other startup script:
xset m 0/0 O (For more information, please refer to Troubleshooting)



Configuring SVxx41HDIE

SVxx41HDIE offers four distinct methods for configuring the unit for your network. Which
method will work best will depend on your level of experience and your specific network
configuration.

Please note: Connecting the remote computers prior to following the steps outlined
below can result in system instability. Please refrain from connecting the remote
computers, until the local peripherals have been connected.

Web Configuration Using the On-Screen Display

Upon boot-up, including following a reset, SVxx41HDIE will display a window on the local
video output (front VGA connector), that will appear as follows:

Enter this web URL:
Assigned IP Address httes: /7182 .168 2 .13

DHCP: No
LAN addr: 182.168.2.13
Netmask: 255.255.255.0
Gateway: 182.168.2.1
Ethernet: 00:0E:C5:00:52:12

The initial screen will display the IP address assigned by your existing DHCP server (if

present on your network). If no DHCP server is detected, a factory assigned IP address
will be displayed in its place (10.0.0.15 by default). Please make note of the assigned IP
address, as you will need to enter it into your web browser to access the Web Interface.

If static IP addresses are assigned, you will likely need to change the Net Mask, IP
Address and other details, prior to connecting via your Web browser. If this is the case,
connect a local PS/2 keyboard and press the Enter key. In order to proceed, you will
require an administrative username and password. By default, the username and
password are admin. You will be given the opportunity to change the password
(recommended) to be performed once the configuration is complete.

Alternatively, you may press the Setup button on the front panel, and you will not be
asked to enter the admin password if you just press Enter.

At the main OSD menu (pictured below), you will be given several basic setup options.
To configure SVxx41HDIE to your required network settings, use the Network Setup
Wizard. To select from the menus provided, use the arrow keys on your keyboard. At



any time, you can return to the previous menu by pressing the Page Up key.

Main Menu

Please choose:

Please note: Although it is not
a required step, changing the
Admin Password adds security
to your configuration settings.

: Change Admin Password
ilzyscéttaf;ug,d tnil?nédmln Password ' a r. m P e 9 et

Clear network settings
Factory Defaults
Logout

Web Configuration Using DHCP

This method requires that your network implement DHCP (Dynamic Host Configuration
Protocol), usually on a server or network access device such as a router that dynamically
allows devices to join the network without pre-configuration. It also assumes that you will
have easy access to your network’s DHCP log, since you will need to know the IP
address of the unit to complete the configuration over your Web browser. (If you are
unsure of how to access your network’s DHCP log, contact your System Administrator for
details.) If the unit is powered on and connected to the network via LAN port on the rear
panel, it will automatically attempt to lease an IP address using DHCP. Before you can
begin the configuration process, you will need to access the DHCP log from your file
server or other device that acts as the DHCP server on the network. A simple DHCP log
looks similar to the following:

HCP Client Log @

PHCP Client Log View your LAN client’s information that are currently linked to the Broadband router's DHCP server
lumbers of DHCP Clients: 3

ip=19 .3 mac=00-03-93

The information displayed for your own network may vary significantly from the data
displayed in the image, but should supply (at minimum) three essential details: IP
address, MAC address, and device (or machine) name for the computers and other
devices connected to your network. The values for the SVxx41HDIE tested above are as
follows:

IP Address: 192.168.22.4
MAC Address: 00-OE-C5-00-08-1A
Device Name: (none)



The easiest way to identify your SVxx41HDIE on the network is by its MAC address, a
unique hardware identifier that is specific to your unit. The MAC address of the unit can
be found on a white sticker on the bottom of the SVxx41HDIE. Write down this number
and keep it for future reference. Once you locate the MAC address of your unit in the
DHCP log, you can match it to its leased IP address and proceed with the Web
configuration.

NOTE: Once you have located the IP address of the SVxx41HDIE and wish to proceed
with the Web configuration, do not power off the unit or your DHCP server, since the
Server Remote Control might lease a different IP address. Should this happen, re-
examine the DHCP log to verify the IP address again.

Web Configuration Using Static IP

Since some networks rely on static IP addresses (every device has a pre-configured IP
address that does not change), the DHCP access method described above is not
applicable in those situations.

To access the Web configuration for this product, you will need to configure the
workstation you are using to the same subnet (255.255.255.0) and also assign it a valid
IP address (i.e. 192.168.1.100). For details on how to change the IP address of your
computer (if necessary), consult your documentation or System Administrator for
assistance.

NOTE: Itis advisable to verify whether another device on your network is using the
same IP address as the SVxx41HDIE before connecting it to the network, to avoid a
conflict. Should an IP address conflict occur with another device on the network, power
off the conflicting device or assign it another IP address before continuing the installation.

NOTE: Not all IP addresses are valid for a given subnet. If you are required to change
your subnet (and therefore IP address) to configure the unit, be sure the IP address you
choose is within the allowable range for the 255.255.255.0 subnet.

Once your computer is configured to the same subnet as the SVxx41HDIE, you can use
the IP address 192.168.1.123 to access the Web configuration system.



Terminal Configuration Using a Serial Cable

Configuring the SVxx41HDIE using a serial cable is the best choice if you need to pre-
configure the unit before attaching it to a network, i.e. when sending to a branch office,
customer site, etc. In general, the Web configuration is preferable because of its intuitive
interface and the fact that you do not have to be within close physical proximity to
perform the configuration. However, if you wish to use the serial cable method to
configure the SVxx41HDIE, you can use any typical communication software package
(UNIX: tip, cu, kermit, minicom; Windows: HyperTerminal, kermit).

You can use the serial port on the SVxx41HDIE to access the terminal configuration tool;
to do so, you will require a null modem serial cable. Connect a female end of a serial
cable to the serial port used for serial access on the host computer. Connect the
opposite end to the SVxx41HDIE. Configure the terminal software with "8N1" settings:

Connection speed: 115200 bps

No. of bits: 8
Parity: None
Stop bits: 1
?| X
[ — 2ix]
Gornect To |5;.3mngls | e |
% KWMIP Teat Change lcon..
Bic par socond: [EZIER |
Country/region: |/nited States |
Erarthe arsa code withowt the long-distance prefix, Dzmlie |l =l
fres cods = Party: [None -
Phone number:
Connect using: [COMS = Stop bits: |1 =l
Configure. Fow control: |Hardware ~
¥ | Use countiy/izgion code and srea cods:
™ | Fiedisllon busy. Restors Defaults
oK Cancel B I Gl | Agply |

Sample HyperTerminal configuration

Using the Web Interface

The Web interface is the most intuitive way to configure the SVxx41HDIE. Offering a
Java-based VNC client that can be used to control the host computer from a remote
location, as well as support for any industry-standard HTML Web browser. You can
access the Web interface by opening your Web browser and entering the IP address of
the SVxx41HDIE you wish to access/configure. The IP address will be either a) the
address assigned by your DHCP server as identified in the previous section, or b)
192.168.1.123 if your network uses static IP addressing.



The Login Screen

Username I
Password NN

certificate warnings:

Before you can access the Web configuration interface, you must enter a user name and
password. The default username and password as shipped from the factory is
username admin, with a password of admin.

NOTE: Before the login screen appears, your Web browser may display a warning about
an invalid security certificate. This does not affect the security of your data in any way.
Whenever you are prompted about a certificate security problem by your browser or the
Java VNC client, always choose the option to continue. For more information, please
consult the section entitled About Security Certificate Warnings.

Web Interface Introduction

After the inital login screen, the screen is divided into several sections, four of which will
remain on the screen at all times while viewing the Web Interface:

noname (192.168.2.13) --f— Name

Screen Thumbnall

ng Information

System Tdentification

VNC client options
VNC Calback

Main Vionu IS

VIO chent starup e




Name: At the top of the screen, the name of the machine being controlled is displayed

Main Menu: At the left-most side of each page, the Main Menu is displayed, allowing
users to choose functions offered by the Web Interface.

Help area: The right-most column offers an optional help summary for each page. If
you don’twish to use this information, it can be closed by clicking the small
[x] at the top right (within the Web Interface). If closed, click on the Help
button near the top right of each page to re-display it.

Please note: The aforementioned sections of the Web Interface will remain on the
screen at all times. Selected categories will be displayed in the center of the screen.

Main Menu selections

Please note: Some of the following items may not be present, based on assigned user
privileges (i.e. non-admin users will not see any items under the Admin category.)

Home: The Home screen offers a Screen Thumbnail view of the controlled computer,

as well as basic file transfer functions, Monitoring Information, System Identification and
VNC Client options:

noname (192.168.2.13)

Screen Thumbnail

==

Monitoring Information

System Identification

VNC client options
VNC Callback

Native VNC cient startup file

Preferences: The Preferences screen offers several configuration options, pertaining to
the functionality of SVxx41HDIE. Here, you will be able to customize settings to optimize
overall performance, (i.e. Encryption options, VNC options, display and bandwidth options
etc.), according to each users individual preferences. Please save your selections by
clicking the Save Changes button.
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Snapshots: The Snapshots screen allows you to view and save a screenshot of the
controlled computer in its current state. This screenshot will update periodically
(automatically). Saved image files are stored in .PNG format.

Logout: Clicking on Logout will terminate your Web Interface section. To re-initiate the
Web Interface, you will be required to re-enter your username and password.

VNC: To launch or disconnect a Virtual Network connection with the controlled computer,
click on Connect or Disconnect as appropriate

Network Config:

Network Configuration

Dynamic Host Configuration Protacol (DHCP)

Gateveay (or Broadcast (or leave
Port|1P Address Subnet mask 0.0.0.0 tor mone)  ||blank
192 168 .2 169 255.255 25E.0 0000 192 168 .1.255

Ethernet Address (MAC Address)

LAN: 30

DHCP: Automatic network configuration using DHCP is: Enabled/Disabled. This feature
applies only to the LAN port on the rear panel, and is enabled by default. When enabled,
the unit will automatically configure itself with an IP address when a DHCP server is
present. When disabled, the LAN port will use the values assigned to it on the IP
Addresses and Routing table below.

IP Addresses and Routing: This table allows you to assign IP information for the LAN
and WAN ports separately. If you are using DHCP, the values for the LAN port will be
filled in automatically and any changes made will not affect the setup.

Domain Name Server: This section allows you to specify DNS servers and the default
DNS domain suffix in use on the network. If DHCP is enabled, some of these values
may be supplied automatically.

11



Clicking the Commit button applies any changes made on this page, but leaves the old
settings active until the next time the unit restarts. Clicking Make changes effective
now applies the changes and restarts SVxx41HDIE so the new settings take effect
immediately.

Ethernet Address (MAC Address): This is the Ethernet hardware address of this unit's
LAN/WAN port. It is set at the factory and cannot be changed. You may need this number
to configure your DHCP server.

User Accounts:

This menu will allow you to add accounts other
than admin to the system. These accounts will
not have the authority to change settings, but can
access the Web interface and log into the VNC
console. Selecting Delete permanently removes
the user from the system. If you enter values for
a user that does not already exist under Edit User
Details, the system will create that user for you
when you click Record changes. If the user
already exists, you will change the password for
that user.

Users and Passwords

System ldent:

Machine Name: This is a name that is used to uniquely
identify this machine. You might want to create a DNS entry
that matches this name. The name is provided as the Client JZEEULER LI

Name for the DHCP server. It is also shown at the top of

each page in the web browser interface and is the "desktop R al T uR T
name for VNC clients. Location

Other identification details: These values are for
information purposes. They are visible from the VNC client
and via SNMP (if enabled). Netwark Address

Contact Name

Mo ot eddress

Location: This string is sent as the system.sysLocation
value over SNMP. It should describe the location of this
system.

Description

Contact Name: This string is sent as the system.sysContact value over SNMP. It should
describe who to contact regarding this machine. Typically it includes an email address.

Network Address: This value is not used in our configuration, but is meant to store a
user-defined value that identifies the controlled machine on the network. The official DNS
name of the controlled machine is a obvious value to put here, but you may use it for any
purpose.

Description: A user-defined description for the controlled machine.

12



Security Profile

Administrator Password

This menu allows you to configure a number of
settings, including changing the default password
for admin (recommended). Read and consider
the comments and instructions on this menu
before making any changes, as changing these
features could make the unit inaccessible through
Web configuration (i.e. due to firewall filtering).
Note that any password changes you make will
have to be entered in duplicate to prevent the
chance for error.

Trust SSH Tunnels

Access Sharing Policy

Local User Locko

Compatibility:

The Compatibility menu offers features that may
offer enhanced functionality with certain KVM and
power products, such as StarTech.com’s Remote
Power Switch (PCM8155HNA). These can be left at
their default values if you are not connecting the
unit to a KVM or power management device.

SNMP:
The SNMP menu allows you to configure the SVxx41HDIE

so it can be recognized and managed using industry-
standard Simple Network Management Protocol software.
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SNMP Agent Configuration
Communities

Read-only Community

Read-write Community
I

Agent Identification

Location

Contact Name

Traps

Trap/Inform Commmunity

Trap Sink 1 (primary)

I

Trap Sink Z (secondary)

I



RADIUS:

The RADIUS server requires the IP address, the
UDP port number (1812 - default or 1645) and
the shared secret. The shared secret is used to
encrypt communications and corresponds to a
shared password for the RADIUS server and the e e |

RADIUS Configuration

Servers

. . . + | —
client machine. Two additional servers may be %
defined for backup purposes. Each server will be [t

tried in order, using the indicated number of
retries and timeout period, which are
configurable on the same page.

Remember to enable RADIUS after configuring it. While RADIUS authentication is
enabled, the locally defined accounts on the Server Remote Control unit will not be used,
except for the SSH login. However, if a user name of the form "name.local is given at the
RADIUS prompt, the system will use “name ; check the password locally, and skip
RADIUS authentication. Delete all local accounts to avoid this behavior. When
connecting via VNC, a login screen is generated that asks for a RADIUS username and
password.

Modem Option

Modem:

Enable this to allow the modem to answer the
phone and start a PPP connection.

Enable modem connections (PPP) via serial
port/modem.

[FTEDS-12K3

How To Use Modem

Serial Ports:

The Serial Ports menu allows you to manage
and connect to devices connected to the unit
using the R-Port on the SVxx41HDIE.

Time / Date:

Date and time are stored without consideration for time zone. If you are Ao Rl
controlling multiple sites in different time zones, we recommend you use RaluRl

UTC (Universal Coordinated Time, also sometimes called GMT or Zulu) & ‘ 7 20n7
for all machines. Change time/date
If the computer you are using to view this page knows the correct time,
just press the button to set the time and date to the same time as your
browser.

14



Firmware:

The firmware on the Server Remote Control is field
upgradeable. To upgrade to another version, login as
admin.

Auto Self Upgrade: The SVxx41HDIE unit includes an
innovative feature allowing it to upgrade itself over the
Internet. Simply click on the button labeled Upgrade to
Latest and the unit will go out to the Internet and
download the latest version of the system firmware and
then install it.

If it cannot access the Internet directly (perhaps due to a
web proxy or other firewalls), then a page will be shown
that causes your browser to download the required file.
Save this file to disk and then manually upload it as
described in the next section.

Purchase Options

Certain firmware features may be offered separately from the base unit, in order to
reduce the initial cost for the Server Remote Control unit.

NOTE: If you wish to upgrade after the system is in operation, go to the Manage
Firmware page and scroll down to the section entitled Purchase Options.

Look for a unique code, such as: 4-C80C-B960-1-0. If you provide this code to the
technical support department, they can give you an unlock code that will open any
feature you request. Types in the code provided, exactly, into the area provided and click
Submit. The new features opened by the code will be enabled immediately, but you may
need to reboot the unit to begin using certain features.

Manual Upload: Enter the name of the firmware file that you downloaded from
StarTech.com into the field provided (or use the Browse... button). Press Start Upload
and wait until a successful upload message is shown.

NOTE: Remember the following during the firmware upgrade:

«Do NOT turn off power to unit before this operation completes successfully.

«The unit will sometimes reboot as part of the upgrade procedure, depending on which
system component is upgraded. You will have to reconnect and re-login in those cases.

«Wait at least two minutes after pressing Start. Do not assume the upload did not work,
the upload could simply be slow.

«Each distributed file upgrades a different component of the system. Be sure to apply all
files provided as part of an upgrade. The system knows what to do with each file you
give it, and they are checked for validity before being applied.

Auto Self Upgrade: Clicking the Upgrade to latest button will automatically download

and install necessary revisions. To download upgrades for manual installation, please
click on Get latest version.
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